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Abstract

Driven by technological progress and, above all, software, our world
is becoming ever faster, more flexible and more complex. Vehicles in
particular are complex systems due to the number of components,
communication, and millions of lines of code. Recent trends such
as autonomous driving and artificial intelligence further accelerate
these developments. As a result, the attack surface of vehicles is
constantly increasing. To proactively address future security risks,
we present the Automotive Cybersecurity Trend Radar (ACTR),
an approach that applies the Innovation Radar methodology to
identify and temporally classify emerging technologies relevant
for the automotive cybersecurity sector. By systematically analyz-
ing technology trends, academic research, and industry reports,
this radar provides a structured view of upcoming challenges and
opportunities. Our research highlights key topics for the future,
including the impact of post-quantum cryptography, Al-driven se-
curity mechanisms, and confidential computing technologies. By
incorporating these insights into early-stage strategic planning,
manufacturers and suppliers can improve their preparedness for
emerging cybersecurity-relevant technologies as well as benefit
from technology developments, allowing strategic investments. The
ACTR thus serves as a tool for industry stakeholders to anticipate,
prioritize, and address automotive cybersecurity challenges before
they become critical.
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1 Introduction

The automotive industry is undergoing a rapid digital transforma-
tion, driven by the increasing integration of connected systems,
autonomous functionalities [69], and software-defined architec-
tures [48]. With this evolution, the technology landscape that vehi-
cles require to satisfy customer needs is changing rapidly. However,
new technologies introduce additional attack vectors for vehicles,
which is why the number of cyber-attacks on vehicles is grow-
ing at an unprecedented rate [75, p.56]. At the same time, new
security controls, such as intrusion detection systems [47] and
cryptographic innovations [73], are continuously being developed
to mitigate the resulting threats. This dynamic landscape of both,
technologies for circumventing current security measures and new
security controls, requires a forward-looking approach to cyberse-
curity. Future-critical technologies potentially affecting the security
of automotive systems both in positive and negative ways such as
quantum computers [1] and General Purpose Artificial Intelligence
(GPAI) [77], are already foreseeable today and widely known. In
addition to these well-known trends, however, there are numerous
lesser-known trends with a potentially major impact. Examples
include security measures such as honeypots [38] or cryptographic
techniques for confidential computing [28]. This results in a wide
range of relevant topics. Without a structured framework to iden-
tify and track the development of such technologies, adequately
preparing for these innovations becomes a challenging task. Trend
monitoring approaches are methods for identifying and analyzing
technological trends to better plan for the future by providing early
insights into technological shifts [71]. Applying such methodolo-
gies to the domain of automotive cybersecurity enhances strategic
foresight and improves industry readiness for rapidly emerging
challenges.

To address this need, we introduce the Automotive Cybersecurity
Trend Radar (ACTR). This serves as a structured tool for identifying
cybersecurity topics relevant to the automotive domain and mon-
itoring their development trends [71, p.24-28]. By systematically
assessing research trends and industry developments, the radar
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provides an insight for the emergence and relevance of key auto-
motive cybersecurity innovations. This recognition of emerging
technologies in an early stage facilitates the investigation of their
impact on cybersecurity. Possible attack vectors can be identified
and their risk assessed. This approach enables the derivation of
targeted security mechanisms. From the perspective of the original
equipment manufacturer (OEM), design decisions addressing cy-
bersecurity can be made at an early stage. From the perspective of a
regulatory body, this enables the assessment of which security mea-
sures are suitable for which technologies, which is important for
type approval and defining standards. Lastly, from the perspective
of a customer, this results in a safer vehicle. Overall, the ACTR en-
ables industry stakeholders to prioritize research and development
efforts, align security strategies with future needs, and integrate
emerging technologies into their long-term planning. Through this
approach, the ACTR aims to prepare for evolving cyber threats.

To develop the ACTR, an overview of common foresight tech-
niques and methodologies as well as existing technology trend
radars is provided. Furthermore, a structured multi-step methodol-
ogy for identifying, analyzing, filtering, and temporally classifying
automotive cybersecurity trends is presented. The methodology fo-
cuses on various sources of information, mainly literature research
and expert views. This approach ensures a systematic, repeatable,
and objective identification of relevant topics. The methodology
consists of the following key phases to extract important trends
and information: Data Collection and Source Identification, Trend
Identification and Classification, Radar Visualization, and Iteration.

This work is presented as follows: In Section 2, the background
and related work is provided, focusing on existing technology trend
radars, general foresight processes, and foresight work in automo-
tive cybersecurity. Section 3 presents the methodology to derive
and classify relevant topics. The results and identified topics are
analyzed in Section 4 and the resulting trend radar is presented in
Section 5. Finally, Section 6 concludes the work by summarizing
key findings and providing an outlook on future work.

2 Background and Related Work

The subsequent section provides an overview of the extant litera-
ture and background information relevant to the present research.
The related work splits into common methodologies for foresight
processes, existing trend radars in related domains, as well as exist-
ing foresight works in cybersecurity and automotive.

2.1 Foresight Processes

Various foresight methods have been developed to manage uncer-
tainties in foresight processes and enable informed decision making.
This subsection gives an overview of foresight methods and their
differences, providing a background for the method-decision pro-
cess described subsequently. According to Popper [63], foresight
methods can be classified in three types: qualitative, quantitative,
and semi-quantitative. Furthermore, they can be categorized based
on their primary sources of knowledge, which range from creativ-
ity, expertise, and interaction to evidence. Popular and widely used
qualitative methods are literature reviews, scenario planning, brain-
storming, and horizon scanning. Scenario planning involves the
generation of multiple future scenarios, thereby illuminating the
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consequences of divergent technological developments and their at-
tendant uncertainties. Horizon scanning facilitates the recognition
of nascent domains and technologies that have yet to achieve full
market establishment, yet hold the potential to become substantial
in the imminent future. Literature reviews are mostly evidence-
based, brainstorming on the other hand relies heavily on interac-
tion and creativity [59]. Quantitative methods are, for example,
bibliometrics and patent analysis [63], both relying on a quantita-
tive analysis of either publications or patents making them mostly
evidence-based. Within those methods a focus is set on investigat-
ing the evolution of numbers of articles over time and deriving
statements from that information. Methods like delphi surveys and
roadmapping are examples for semi-quantitative methods which
rely mostly on expertise [63]. An example for a delphi survey in the
cybersecurity domain is presented in [62]. In the delphi method, ex-
perts in various fields are regularly asked a series of questions about
future technologies. Their answers are collected anonymously and
discussed in several rounds to reach a consensus. This method is
particularly useful for understanding how experts assess future
developments in a particular area.

The selection of the appropriate foresight methods is mostly
influenced by intuition and impulsiveness [59]. However, as shown
by Popper [59, p.69], literature reviews, expert panels, and scenarios
are the most widely used methods, which are of qualitative nature.
The author showed that in most cases, several different foresight
methods are applied instead of only one, which helps by combining
different sources of knowledge.

2.2 Existing Technological Trend Radars

A relevant method to observe technological developments and help
to appropriately prepare for future technical advances by visualiz-
ing and summarizing analysis results obtained by the mentioned
foresight processes is the technology radar [71, p.24-26]. It can be
applied to identify new technologies early on and assess their prac-
tical relevance for companies and the industry. The components
and structure of such a trend radar are illustrated in Fig. 1. The
radar is typically divided into various categories that cluster trends
thematically. Additionally, the radar is segmented into distinct time
clusters to visualize a temporal assessment of trends. The precise
definition of this chronological classification is subject to variation
and can range from the maturity of the respective technology, to
the time until adoption, to specially defined categories.

Category
2

Category

1 >10 years

5-10 years
Trend 2

Trend 1/ <5 years

Temporal assessment

Figure 1: Structure of a trend radar.

Throughout recent years, several technology trend radars have
been published, mainly from the industry. These radars differ in
their scope, methods for assessment, used categories, as well as
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Table 1: Existing technology trend radars according to their
scope as well as the utilized temporal and impact assessment
classes.

Ref.  Scope Temporal Assessment Impact

[15] Logistics <5, 5-10 years Low - High
[30] Automotive Watch, Prepare, Act -

[21] Cybersec. <2, 2-5, >5 years -
[
[

55]  General Hold, Assess, Trial, Adopt -
76]  General Near, Mid & Long term -

information they provide about the contained technologies. The
radars summarized in Table 1 provide insights into relevant topics
in each domain using different research methods and structures for
the radar. One of the earliest published radars is the DHL Logistics
Trend Radar [15], focusing on trends in logistics. The radar is split
into the two categories Social & Business and Technology and uses
an adoption timeline for temporal assessment, which states when a
trend is expected to transition into the normal way of operating. An
automotive trend radar is published by the BMW Group [30]. This
radar covers cross-industry technology trends and provides insights
into topics important for the BMW Group. The topics are structured
by eight categories: UI/UX, Data Era, Connectivity, Sustainability, Al
and Robotics, Future Computing, Health and Wellbeing, and Energy.
For maturity assessment a classification into Watch, Prepare and Act
is used. Another trend radar is published by Eviden with the Eviden
Cyber Tech Radar [21]. This one concentrates on cybersecurity
technologies, categorized into eight major cybersecurity domains
of Data Security, Advanced Detection & Response, Cyber Incident Re-
sponse, Identity & Access Management, Endpoint & Mobile Security,
Network Security, Application Security and Cloud Security. Within
those categories, the Eviden radar covers a wide range of cyberse-
curity technologies. Maturity assessment is presented through a
classification into either Emerging Technology, Proven Technology or
Mainstream Technology. Besides technically related radars, there is
one from the insurance company MunichRE [55]. This radar gives
insights into how technological advances will impact the insur-
ance sector and covers various general technological developments.
The radar is split into the categories Human-centricity, Connected
World, Artificial Intelligence and Enabling Technologies. It covers a
broad range of topics, including topics related to the automotive
and cybersecurity sectors, especially within the categories AI and
Enabling Technologies. For maturity assessment the four categories
Hold, Assess, Trial and Adopt are used. A last trend radar is the
trend radar about life, society and business trends by futurist Steve
Well [76]. It covers a broad range of topics using six categories.
The category Technology & Scientific is the most relevant for this
work. It uses the categories Near, Mid, and Long term for maturity
assessment.

2.3 Foresight and Reports in Automotive and
Cybersecurity

In the following paragraphs, the background to foresight work and
reports in various domains relevant to the work presented is given.
Firstly, the general cybersecurity domain is covered, followed by
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the automotive domain, and finally the more specific automotive
cybersecurity domain.

General Cybersecurity. Raban and Hauptman [62] provide a fore-
sight on cyber security threats and corresponding technologies.
For this purpose the authors employed horizon scanning and con-
ducted a delphi survey. With those methods the potential positive
and negative impact and maturity levels of identified technologies
are assessed. For the assessment the authors use likert scale met-
rics [46], a method for measuring personal beliefs. According to this
study the emerging technologies with the highest potential impacts
on cyber defense capabilities are cyber resilience, Homomorphic
Encryption (HE), and Artificial Intelligence (AI). For attack capabili-
ties biohacking and Human-Machine-Interface (HMI), autonomous
technologies and Internet of Things (IoT) are the technologies with
the highest impact.

The European Union Agency for Cybersecurity (ENISA) pub-
lished a report assessing emerging threats up to 2030 [20]. A delphi
survey was utilized to develop a list of the top 10 threats, with con-
sideration given to current developments. This list contains threats
such as supply chain compromise of software dependencies, loss
of privacy, and abuse of Al The analysis demonstrates a dynamic
threat landscape, with evolving attack vectors in various domains,
including political, economic, and technological trends. The report
underscores the imperative for proactive cybersecurity measures
to counter future risks and ensure a resilient digital environment
through 2030 and beyond. An annual Global Risks Report is pub-
lished by the World Economic Forum [17], focusing on a broad range
of global risks and assessing their probable impact over different
time horizons. It covers technological risks like adverse outcomes
of Al and quantum technologies and assesses their impacts and
maturity levels based on experts knowledge from different areas.
In [19] horizon scanning for cyber threats for the North Atlantic
Treaty Organization (NATO) until 2030 is presented with the goal
to help NATO to appropriately deal with upcoming cyber threats
and new technologies. In addition to content pertinent to NATO,
the publication addresses the ramifications and challenges posed
by emerging technologies, including Al, autonomous devices, quan-
tum computing and HMI. Furthermore, an overview of the most
significant technologies is presented, with a focus on those that
are projected to have the greatest impact over the ensuing decade.
Additional work concerning global cybersecurity related challenges
and developments in the future are given in [43, 80]. Technology-
specific foresight is also existent, like for the rising quantum threat
with the Quantum Threat Timeline Report 2024 [53].

Automotive. In the automotive domain reports and outlooks re-
garding important developments and changes are available. Mogge
et al. [54] analyzed the domain and its most relevant developments
to the year 2040. The authors identified four key trends: Polariza-
tion (from globalization to regionalization), Automation, Connec-
tivity and Electrification. These megatrends are largely in line with
the general picture in the literature and industry [9, 11, 34]. Espe-
cially the development towards software-defined vehicles (SDV) is
omnipresent and is associated with great impact [48]. Also, elec-
trification is presented as a megatrend, strongly influencing the
cybersecurity of vehicles [64].
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Automotive Cybersecurity. In automotive cybersecurity, a se-
lected number of work offer insights and reports regarding fu-
ture developments. Durlik et al. [16] provide a recent review of
current cybersecurity challenges, threats and countermeasures
for autonomous vehicles. Additionally, the authors present future
challenges and expected relevant technologies with a focus on Al
blockchain, and legislative measures. Kim and Shrestha [42] pro-
vide a general overview of automotive cybersecurity. This overview
encompasses a broad spectrum of vehicle-specific cybersecurity
subjects such as security and privacy in intelligent autonomous
vehicles, in-vehicle and inter-vehicle communication security, and
embedded security. Additionally, they address the potential for
future technologies. In addition to scientific research, there are
studies and reports from companies. Upstream’s annual Global Au-
tomotive Cybersecurity Report [79] and Automotive Cyber Trend
Report [78] analyze the evolution of cyber attacks in automotive
by investigating worldwide incidents. These reports give an insight
on the current threat landscape and developments in this domain.
For example, the 2024 report [79] points out that high-impact and
large-scale attacks and the influence of emerging technologies, such
as Generative Al (GenAl), are increasing.

The presented background and related work shows a variety of
different foresight processes and works in the fields of automotive,
cybersecurity, and the combination of both. Although there are
many reports, surveys, and overviews on automotive security, these
mainly focus on current topics and developments already having
a notable impact on the industry. As a result, there is a lack of
forward-looking work that deals with latest developments in this
domain in both industry and academia. Therefore, this work aims
to address this gap by providing the ACTR.

3 Methodology

Given the inherently imprecise nature of prognostications con-
cerning technological developments, a methodology that is both
consistent and capable of repetition is needed. Such a methodology
will form the basis of the development of the ACTR, allowing for
consistent and reliable identification of trends. This section presents
the methodology applied and the steps carried out throughout this
research, in order to identify the most relevant trends to include in
the radar. The applied methodology is illustrated in Fig. 2. Within
the figure, key phases are highlighted in orange, methods and work
packages in white, and artifacts in blue. The applied methodology
consists of four key-phases. First, relevant sources are identified
and data is collected with the help of those. Second, represented on
the left side, the identification of potential trends and the classifica-
tion thereof is covered. Based on the collected data and an analysis
of the identified trends, the radar visualization is defined within
the third phase. The last phase is iteration, which minimizes any
threats to validity by executing the methodology several times.

3.1 Data Collection and Source Identification

Collecting content for the radar requires appropriate sources of
information. According to Popper [59], the selection of foresight
methods is an important process which should be done based on var-
ious factors such as nature and capabilities of methods, domain, and
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Figure 2: Methodology for the development of the Automo-
tive Cybersecurity Trend Radar.

target groups. The trend radar requires a systematic identification
of relevant technological developments, a process that should be
based on both evidence and expertise. Therefore, a mix of methods
capable of both is chosen. A literature review enables a structured
analysis of existing research to capture already identified trends
and relevant developments in science and industry. This allows
recurring patterns, technological relevance and previous forecasts
to be assessed. Discussion and collaboration with academia and in-
dustry complement this. While the literature review depicts known
developments, expert discussions enable critical reflection, contex-
tualization and the consideration of emerging trends that have not
yet been comprehensively addressed in the literature. Together,
these methods provide a scientifically sound yet practical basis
for the ACTR by both systematically recording existing knowl-
edge and adding new, future-relevant perspectives through expert
assessments. Therefore, a combination of a literature review and
discussions is chosen. In the first research phase, appropriate lit-
erature is identified. Existing trend and innovation radars from
similar domains are an important resource, as many topics rele-
vant for automotive security are already partially covered within
other domains. The Eviden Cybersecurity Tech Radar [21] and the
BMW Group Technologie Trend Radar [30] have been identified
as the most relevant radars for this research. This is due to the
similar domain of these radars in contrast to the other radars pre-
sented. Second, specific foresight work and paper for automotive
and cybersecurity as well as the cross-domain of both are a resource
(e.g., [62]), concentrating on foresight methods to possibly predict
future developments based on experts knowledge. Furthermore,
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whitepaper and industry reports provide valuable insights in cur-
rent developments. This resource does not explicitly concentrate
on trends far in the future, however, it provides information about
trends which influence on the automotive cybersecurity is already
relevant and notable. An example thereof is Upstream’s analysis of
current attack vectors in [79, pp.52-66], which shows for example
the increasing relevance of API-based attacks and server-related
incidents. Additionally, all resources giving insights into general
automotive trends can provide valuable information for the radar,
as new technological trends potentially open up new attack sur-
faces and require appropriate security controls. Lastly, discussion
and collaboration with experts from academia and industry are a
valuable source of information. Within the scope of this research,
experts from academia and industry have been given their insight,
knowledge, and comments. The participating experts work in vari-
ous subfields of the automotive, security, and automotive security
domains, thereby ensuring a broad range of expertise and diverse
backgrounds.

3.2 Trend Identification and Classification

As a second key-phase, trend identification and classification is
included. This phase starts with the outcome of the first key-phase,
which are the potential trends. Subsequently, these trends are fil-
tered using inclusion and exclusion criteria, and analyzed based on
a more in-depth research afterwards. The outcome of this phase is
the radar’s actual content.

Filtering. The utilization of the aforementioned sources for col-
lection and identification of potential trends results in a substantial
number of technologies, methods, and techniques. The objective
of this work is to provide meaningful insight into relevant tech-
nological trends. To that end, a filtering process is necessary to
concentrate on the most significant trends. Consequently, a system-
atic filtering process was devised and implemented, employing a
set of inclusion and exclusion criteria. The inclusion criteria are
predicated on the observation that technologies deemed relevant to
automotive cybersecurity can be classified into the following three
categories:

e TT: Technological trends which potentially add to the attack
surface in vehicles

o TH: Technological trends which potentially can be used to
break security and therefore pose a threat

e SC: Security controls which potentially could be used in the
automotive domain as well as technological trends which
allow for new security mechanisms to be implemented

The first category encompasses technological trends (TT) within
the automotive domain, which have the potential to introduce new
vulnerabilities, thereby augmenting the attack surface of an au-
tomobile. An example for this category is the integration of 6G
technology [32] for connectivity functionalities. The integration
thereof poses several cybersecurity challenges and new attack vec-
tors and security controls specifically for these technologies must
be considered [70]. Another category encompasses technological
trends that have potential to compromise security in some way and
thus pose a threat (TH). Quantum computers are a popular example
of this category, as they have the potential to break today’s state-
of-the-art encryption algorithms [53]. The third and final category
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comprises technologies that can either directly function as security
controls (SC) to complicate cyberattacks on vehicles and assist in
ensuring the fulfillment of security objectives or allow for new se-
curity mechanisms to be implemented. An example of this category
is HE [28], a cryptographic technique that enables the processing of
encrypted data without the need for prior decryption. An example
for a technological trend that allows the implementation of new
security mechanisms is Automotive Ethernet because of its higher
bandwidth and different design compared to established communi-
cation protocols, such as Controller Area Network (CAN) [61]. It is
possible to combine the categories identified. For instance, GenAI
can be regarded as a security control [6], a technology capable of
compromising security [91, p.3-4], and a technology that adds to
attack surface [91, p.1-3]. Given the aim of the radar to identify
both technologies that pose new threats and against which safe-
guards need to be put in place, and technologies that can be used for
countermeasures, these definitions serve as criteria for inclusion.
In addition to these inclusion criteria, the establishment of the
following exclusion criteria serves to refine the scope of the radar:

e Non-technical aspects
o Not vehicle related
o Widely adopted

e High-level concept
e Low granularity

e Redundancy

e Unclear automotive security relevance

The present work is focused on purely technical developments.
Consequently, non-technical aspects, such as standardizations and
regulatory requirements, are excluded from the scope. However, the
technologies and security controls referenced in such documents
are included. This criterion encompasses methods and systems,
such as Cyber Security Management Systems. Finally, this criterion
excludes process-related and supply-chain-related aspects. For this
reason, it is summarized with the first exclusion criterion, Non-
technical aspects. Furthermore, it should be noted that the scope of
this radar is limited to topics directly related to the cybersecurity
of a vehicle, which is implemented with the criterion Not vehicle
related. This applies to subjects such as security protocols employed
by companies for their network. As an additional criterion, the ex-
clusion of technologies, concepts, and techniques that have already
been widely adopted and are well-known, is implemented through
the criterion Widely adopted. Given the dynamic nature of this
field, elements that are not yet included in this category may be
classified under this criterion in future iterations. These will be
saved in subsequent iterations as archived trends, with the objec-
tive of maintaining traceability and archiving. In addition, abstract
and high-level topics are excluded in order to ensure that the con-
tent of the radar remains concrete at a technical level. An example
for that are the terms Security for, with and against AL Instead, in
that particular instance, the concrete technologies of Narrow Al
and GenAl are integrated into the radar. Conversely, techniques,
technologies, and trends that are overly detailed are excluded to
maintain an overall perspective. That is addressed by the exclusion
criterion of Low Granularity. Another criterion that functions to
preserve a consistent level of abstraction across the radar is the
Redundancy criterion. The process of exclusion of redundant topics
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is implemented with the objective of avoiding duplication of trends.
Furthermore, exclusion of trends that can be summarized with other
trends is carried out for the purpose of maintaining a uniform level
of abstraction. The primary objective of implementing this criterion
is to maintain simplicity of the content and avoid excessive detail.
An example is quantum key distribution in quantum cryptography.
The final criterion, Unclear Automotive Security Relevance, pertains
to the exclusion of trends for which the connection to cybersecurity
in automotive is not yet clearly recognizable or researched. This
assertion pertains to technologies that are nascent within the sci-
entific community. Examples are DNA storage and neuromorphic
computing, for which a paucity of academic research addressing
their integration within automotive security was observed. Those
trends can be re-examined in future iterations to re-evaluate their
relevance. The defined inclusion and exclusion criteria are applied
in the following manner:

To be included in the radar, an identified technology must fulfill at
least one of the inclusion criteria and must not be subject to any
exclusion criteria.

In-depth Research & Analysis. Following the filtering process, the
remaining technologies undergo further investigation and analysis.
Initially, a comprehensive collection of literature pertaining to each
specific technology and its application in automotive is gathered.
The search focuses on recent scientific surveys where available to
provide a broad, scientific overview. In instances where no appli-
cable recent surveys are extant, a search is conducted for recent
primary studies.

Assessment. The gathered literature is analyzed to extract the
information shown in Table 2 to assess technologies accordingly.
Each identified technological trend gets described with the follow-
ing properties. Initially, a temporal classification about when the
respective technology becomes relevant is determined using the
Time Horizon dimension. The three classes short, medium, and long
are utilized in this context. Furthermore, a granular classification
system is employed to differentiate within these broad classes, uti-
lizing a numerical scale of 1-9, see Table 2. These numbered scales
are exclusively employed for a relative ranking of trends and do not
make reference to years or similar temporal units. The classification
is determined by evaluating the statements within the pertinent
literature and by conducting an assessment of the experts involved.
Secondly, a technology’s anticipated positive and negative impacts
on automotive cybersecurity are evaluated using three levels: low,
medium, and high. In addition, a more fine-grained numerical scale
of 1-9 is employed. The assessment of this aspect is carried out on
basis of the analysis of the gathered literature, extended by a discus-
sion of the experts involved. The final three documented aspects
pertain to the orientation, classification, categorization, and navi-
gation between disparate trends. The related to property describes
how trends relate to each other, thereby facilitating their catego-
rization within the broader context. On the one hand, technologies
and trends from the same domain are documented. In the example
of HE, these are alternative technologies that can be employed for
confidential calculations. Conversely, potential security measures
are enumerated for trends that contribute to the attack surface,
and vice versa. In case of the threat posed by quantum computers,
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Table 2: Information extracted in the analysis process. Num-
bered scales are purely numerical for relative classification
of trends and do not refer to years or similar temporal units.

Name Values

Short (1-3), Medium (4-6), Long (6-9)
Low (1-3), Medium (4-6), High (7-9)
Low (1-3), Medium (4-6), High (7-9)

Time Horizon
Positive Impact
Negative Impact

Related to Related Trends

Field Communication, Cryptography,
Advanced Computing, System Design

Category TT, TH, SC

for example, these are post-quantum secure cryptographic proce-
dures. The field property categorizes the trends into higher-level
categories. In this first version of the radar, the four categories
Communication, Cryptography, Advanced Computing, System De-
sign are used. These categories were defined after collecting and
analyzing all relevant trends. They were chosen to ensure that each
trend was allocated to a minimum of one category. This approach
was undertaken to optimize the comprehensibility of the data while
maintaining a sufficient level of granularity. The allocation of trends
to specific categories facilitates swift orientation within the ACTR.
Finally, the category property serves to document the assignment
of trends to one or more of the categories defined.

3.3 Radar Visualization

For the definition of an appropriate layout and structure of the
radar, existing trend and innovation radars are analyzed. From that,
several options are extracted. In the next step, their applicability for
the proposed ACTR is evaluated. This encompasses the evaluation
of the possibilities for the presentation of various aspects delineated
in Table 2. The visualization must provide the option to illustrate
the Category, Time Horizon and Impact Assessment as well as the
Field in a clear and concise manner. As only a single and clear
presentation of the radar is to be provided within this paper, the
focus here is on the presentation of the category and the time
horizon. The category is visualized using color coding and the time
horizon is visualized by the distance to the center of the radar. For a
more detailed presentation and a customizable visualization, please
refer to [25] (see Section 5.5).

3.4 Iteration

The trend radar herein is not necessarily exhaustive. Errors can oc-
cur in all phases and pose threats to validity of the study’s findings.
Moreover, the trend radar encompasses a wide array of subjects,
making it impractical to exhaust all intricate elements thoroughly
and comprehensively. An iterative process is proposed to minimize
these inaccuracies over time and subsequent revisions of the radar.
This will be achieved in the following ways: Firstly, the website (see
Section 5.5) will provide an opportunity to submit suggestions for
topics and improvements, as well as constructive criticism. Secondly,
the methodology presented here will be repeated at appropriate
intervals, allowing developments in the literature to be taken into
account.
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4 Analysis

This section presents an analysis of the applied methodology de-
scribed in Section 3. Implementing the first phase and the filtering
process of the second phase of the methodology yields the result
illustrated in Fig. 3.

Data Collection and Source Identification

Research

Existing Trend Foresight Paper for Whitepaper and Reports for
Radars Automotive & Cybersecurity || Automotive & Cybersecurity

Trends

(Total: 305 Potential Trendsk—[Discussion and Collaboration [+ 50 Trends] ]

24

Trend Identification and Classification Radar

Filtering: - 239 Trends Visualization
Total: 66 Trends ] > o> ()

([ In-depth Research & Analysis ]
v

( Assessment ]

( Content )

Figure 3: Amount of trends in different steps of the filtering
process.

In the initial phase of the study, the utilization of all identified
resources resulted in 305 distinct potential trends within the data
collection stage. The majority of these initially originate from ex-
isting trend radars, followed by 50 Trends from discussion, 23 from
white papers and industry reports, and 4 from foresight papers.
It is important to acknowledge, that an endeavor was made to
identify an original and verifiable source for each trend to ensure
documentation and traceability of the results. Topics that were orig-
inally identified through discussions and expert knowledge were
thus often subsequently validated by sources such as the existing
trend radars. It is noteworthy that a significant number of the tech-
nologies and trends identified are documented in multiple sources.
Consequently, the statistics in Fig. 3 illustrate one possible source of
information for each trend. This explains the high number of trends
that can be ascribed to the existing trend radars, as these were the
first resources to be examined. Moreover, the Eviden Cyber Trend
Radar [21] in particular contains a substantial number of technolo-
gies, trends, methods, and techniques at a detailed technical level,
which also contributes to the high initial number. The filtering pro-
cess reduced the number of trends to 66, with the exclusion reasons
distributed as illustrated in Fig. 4.

The non-vehicle-relevant criterion accounts for the largest share,
which is due to the fact that the Eviden Radar [21] contains a
high number of non-vehicle-specific, more general cybersecurity
trends, technologies, and methods. These primarily relate to the IT
security of company infrastructures or networks. The second most
common exclusion criterion is redundancy, which demonstrates
that numerous trends are replicated across various information
sources, occasionally under different names or at different levels
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Figure 4: Distribution of the applied exclusion criteria.

of abstraction. These trends are subsequently summarized under a
single aspect. The remaining four exclusion criteria are distributed
over approximately the same percentage. In this evaluation, it is
pertinent to consider, that in certain instances, multiple exclusion
criteria are applicable. For the sake of clarity, however, only one
criterion is given in these statistics.

The remaining 66 trends subsequently proceed to the last steps of
the Trend Identification and Classification phase. This encompasses
the in-depth research, analysis, and assessment thereof, which re-
sults in the actual content of the ACTR presented in Section 5. The
trends are also analyzed to delineate the suitable visualization and
structure of the radar in the third phase Radar Visualization.

5 The Automotive Cybersecurity Trend Radar

The extracted and remaining trends are collected and assessed as
described in Section 3. Given the extensive nature of the list, only a
selection of the most relevant points is collected in Table 3 and pre-
sented in the ACTR shown in Fig. 5. As explained in the Trend Iden-
tification and Classification step of the methodology (see Section 3),
the trends resulting from the filtering step can be categorized into
the following four fields: Communication, Cryptography, Advanced
Computing, and System Design. It should be noted that certain trends
may be applicable to multiple fields. However, for the sake of clarity,
each trend is assigned to the best fitting category. In this paper, the
focus is on presenting a concise overview of two trends per field,
emphasizing depth over breadth. The selection of trends across the
four categories was deliberately chosen based on their technological
novelty and under-representation in mainstream discourse. While
numerous trends, concepts, and technologies, including Quantum
Computing and Vehicle-to-Everything (V2X), and their impact on
automotive cybersecurity are already well-acknowledged, this se-
lection underscores emerging or less conspicuous subjects. For
more detailed information, the entire trend radar with all identified
trends and further background information, please refer to [25],
which is further explained in section 5.5.

5.1 Communication

The first category pertains to technologies and concepts associated
with the domain of Communication. These include technologies
for wireless communication such as 6G [89] and Non-Terrestrial
Networks [83], in-vehicle communication, as well as connectivity
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Table 3: Selected content of the Automotive Cyber Security Trend Radar. Impact is denoted as +, ++, +++ for low, medium, and

high positive impact respectively; and -, - -, - - - for low, medium, and high negative impact.
Topic Time Horizon Impact Field Category References
Automotive Ethernet Short ++/- - Communication TT/SC [14, 61]
Vehicle Ad-hoc Network (VANET) Medium --- Communication TT [22]
Trust Management Medium +++ Communication SC [23, 27, 39]
Zero Knowledge Proofs (ZKP) Medium ++ Communication SC [29, 36, 45, 88]
6G Long ++/- - Communication TT/SC [32, 70, 89]
Crypto Agility Medium et Cryptography SC [5, 49]
Functional Encryption (FE) Medium ++ Cryptography SC (10, 44, 81]
Post-Quantum Cryptography Medium 4+ Cryptography SC [3,37, 49, 73]
Secure Multi-Party Computation (SMPC) Long 4+ Cryptography SC [40, 85, 90]
Quantum Cryptography Long ++ Cryptography SC [60]
Homomorphic Encryption (HE) Long 4t Cryptography SC [28]
Honeypots Short 4+ System Design SC [18, 24, 33, 38]
Digital Identities Medium 4+ System Design SC [4, 26, 35, 41]
Zero Trust Medium +++ System Design SC [7, 31, 66]
Wireless Power Transfer Medium -- System Design TT [8, 82, 86]
Synthetic Data Short ++/- - Advanced Computing TT/SC [13, 50, 56, 58, 68]
Generative Artificial Intelligence (GenAlI) Short +++/-  Advanced Computing TT/TH/SC [6,91]
Federated Learning (FL) Medium +++/- - Advanced Computing TT/SC [52,72, 84, 87]
General Purpose Artificial Intelligence (GPAI) Medium +++/-  Advanced Computing TT/TH/SC [77]
Quantum Computing Medium +/---  Advanced Computing TH/SC [1,53]
Vetaverse Long -- Advanced Computing TT [74]
Vehicle Computing Long - Advanced Computing TT [51]
BMsc BT WTH includes concepts and techniques to secure such communication
Watch paradigms, like Zero Knowledge Proofs (ZKP) [29] and Trust As-
Communication Cryptography sessment, which are the two selected aspects that are described in
Homomorphic more detail.
Encryption
6DG Prepare Post-Quaiium m Zero Knowledge Proofs. ZKPs [29] are cryptographic techniques
= Cryptography., _Quantum and protocols. They can be used to allow parties to prove to each
Zero Knowledge Cryptography . .
Proofs - other that they know a secret or have done something without
Functional revealing the underlying secret and details about it. This feature
VANETS At Encryption Secure Multi- enables the extensive utilization of ZKPs, particularly in contexts
m . Party Computation . . . e . .
Trust Automotive | involving the processing of sensitive data, where strict protection
Management Ethernet Crypto Agility measures are paramount. Lavin et al. [45] provide a comprehensive
= m Syn!l?etic ] ] review of applications for ZKPs, ranging from various application
Vehicle Federated Data Honeypots Zero Tyust in blockchain, to identity-proofing, to machine learning. For auto-
Computing Learning . . . .. ..
Sen ik ] motive security the potential of ZKPs lies in applications that are
AT Digital Identitios in need of two parties, respectively vehicles trusting each other,
Quantum authenticate themselves and still provide privacy protection. Ex-
Computing General Wireless Power amples are anonymous authentication and information sharing for
Purpose Al Trapsfef VANETSs and the IoV [36, 88], which are subject to recent investi-
O gations. Because of the potential of ZKP and the recent scientific
Advanced Vetaverse System efforts, ZKPs are included into the radar with a time horizon in the
Computing Design

Figure 5: The Automotive Cybersecurity Trend Radar.

to other devices, infrastructure, and vehicles such as V2X or Vehi-
cle Ad-hoc Networks (VANET) [12] (see Table 3). However, it also

medium term and a medium positive impact as a security control.

Trust Management. A prominent trend is increasing connectivity
and communication within and between vehicles, as well as with
other road users and infrastructure. This necessitates to determine
whether and to what extend the communication partner can be
trusted or not. Trust Management and Trust Assessment are playing
an increasingly important role in this regard. Various concepts for
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trust management have already been developed and presented in
other domains, such as IoT, yet numerous challenges persist [23].
In the literature, approaches for trust assessment in the automotive
context are already available, for example, in vehicle platooning
systems [27] or cooperative intersection management [39]. Due to
these current efforts and existing approaches of the application in
the automotive domain and its promising capabilities, it has been
included in the radar with a medium-term time horizon and high
positive impact.

5.2 Cryptography

Technologies and concepts mainly related to Cryptography include
topics such as quantum-safe cryptography [49], techniques for
processing encrypted data like HE [28], and Secure Multi-Party
Computation (SMPC) [85]. The two topics to be emphasized in this
category are crypto agility [5] and Functional Encryption (FE) [10].

Crypto Agility. Recent developments and breakthroughs in the
field of Quantum Computing [1, 53] suggest that functional quan-
tum computers will become readily accessible in the foreseeable
future. While this represents a positive technological advance for
many applications, it also poses the risk that current cryptographic
methods can be broken. While, according to current knowledge, it is
possible to secure symmetric algorithms (e.g. Advanced Encryption
Standard (AES) [57]) against quantum attacks using longer keys,
public-key algorithms like Rivest-Shamir-Adleman (RSA) [65] are
particularly affected to be broken [53]. As public-key algorithms
are widely used in the automotive domain [49], attacks by quantum
computers pose a significant potential threat. Due to such devel-
opments, the rapid migration of new cryptographic methods, as
well as the ability to switch to a longer key length or even securely
renew a key, is becoming increasingly relevant. The ability to inte-
grate new cryptographic primitives, algorithms, and different key
lengths into a system quickly and without in-depth intervention
or interruption of the system is defined as crypto agility [5]. This
becomes even more relevant because of the long development time
and service lifetimes of vehicles [49]. For these reasons, crypto
agility is currently considered highly relevant in the medium term.

Functional and Attribute-based Encryption. FE [10] is a general-
ization of specialized encryption systems for applications such as
searching on encrypted data and expressive access control. A FE
scheme is a public-key encryption scheme that allows the genera-
tion of specialized decryption keys, which allow the party holding
this key to only learn the output of a function performed on what
the ciphertext is encrypting, but not the plaintext itself. This ap-
proach contrasts with the conventional public-key cryptography,
which allows that either the complete data is decrypted or it re-
mains inaccessible. In the context of automotive security research,
the potential application of FE schemes, particularly attribute-based
encryption, is being examined [44, 81]. Examples include secure
Over-the-Air (OTA) updates of vehicle software [44] and integra-
tion into VANETs [81]. As the amount of research available to date
on the application of those techniques in automotive security is
limited, it is not yet clear how and when they can be expected to
be widely adopted. Therefore, they are considered relevant in the

CSCS 25, October 13-17, 2025, Taipei, Taiwan

medium to long term, with the potential for a moderately positive
impact.

5.3 Advanced Computing

Advanced Computing includes topics relating to various forms and
evolutionary stages of Al to related technologies, such as Federated
Learning (FL) [84], hardware-related topics, such as chiplets, and
possible future concepts, such as vehicle computing [51]. This paper
focuses synthetic data and FL.

Synthetic Data. A topic that can have both a positive and negative
impact on automotive security is synthetic data. Synthetic data is
artificially generated data that simulates real data and is used for
training machine learning models, testing, and data analyses. This
can eliminate the need for real, sensitive and personal data and
the pseudonymization thereof to develop security mechanisms
which rely on training machine learning models [50]. This prevents
privacy breaches and the disclosure of sensitive data. In addition,
synthetic attack data can be used to test security mechanisms as
for example proposed by Rosenstatter and Melnyk [67] for testing
VANETs. However, the use of synthetic data also poses a risk. Firstly,
its integrity must be ensured, and secondly its use can result in new
vulnerabilities and threats. The authors of [56] emphasize the risks
of unintended disclosure of sensitive information about a vehicle’s
system and the risk that attackers use reverse engineering to find
system vulnerabilities by analyzing the synthetic data. Recently,
various research is ongoing that investigates opportunities and
challenges of using synthetic data in automotive security [13, 58].
For these reasons, synthetic data is categorized as relevant in the
short term, which can have both a medium positive and negative
impact.

Federated Learning. FL is a method of distributed learning in
which models are trained locally on devices and only model updates
are sent to a central server to update the global model [84]. Various
recent surveys explore the use of FL in automotive security [52, 72,
87][2, p.22-23]. On the one hand, it holds potential for mitigating
privacy concerns regarding training data, as local training data must
not be transmitted to a server anymore. On the other hand, it opens
up new attack surfaces. Indirect privacy leakage and malicious edge
devices tampering with the global model by including poisoned
training data are examples thereof [87]. Therefore, FL techniques
can be used as a future security control but its integration also opens
up new attack surfaces which must be considered. Consequently,
it is considered relevant in the medium term, with potential for a
high positive and a moderately negative impact.

5.4 System Design

System Design covers a wide range of topics from the area of func-
tionalities like X-by-wire, to shifts in the E/E architectures, and
security mechanisms which can be integrated into the system. Two
such concepts that have been identified are honeypots and digital
identities.

Honeypots. The concept of honeypots [24, 38], which comes
from the areas of threat intelligence and intrusion detection in
classic IT systems and IoT, represents a relevant development in the
automotive security sector. Honeypots are parts of a system that
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simulate relevant and interesting content for attackers in order to
lure them in and specifically record their activity. Security measures
can be derived on basis of these recordings and integrated into real
relevant parts of the system. Furthermore, an alarm can be triggered
as soon as an intrusion into the honeypot is detected. According
to recent work by Ilg et al. [33], this concept is already widespread
in traditional IT systems, but has yet to become established in the
automotive sector. The authors argue that the evolution of vehicle
architectures towards more centralized architectures facilitates the
introduction of honeypots due to the SDV, high-performance units,
and OTA capabilities. This is why honeypots are rated as a relevant
technology in the short term, with the potential for a high positive
impact on automotive security.

Digital Identities. With the rapid development towards SDV and
increasing possibilities for communication with third-party devices,
such as charging stations or external apps, digital identities for
Electronic Control Units (ECU), software, and workloads are be-
coming increasingly relevant. Within the ACTR, digital identities is
a general category for concepts and techniques for identifying and
authorizing devices and software. Approaches can be hardware-
based, such as physical unclonable functions [26], or software-based
such as pre-shared keys [41]. Examples for the application of these
approaches in the automotive domain are authentication in IoV [4]
and In-Vehicle Networks [35]. Another concept closely associated
with digital identities is the Zero Trust security model [31, 66],
which operates on the assumption that no individual is inherently
trustworthy. This principle applies universally to all individuals
both within and outside a network. Consequently, it necessitates
continuous verification of users for each access request. In the au-
tomotive industry, the adoption of Zero Trust has the potential
to enhance the security of connected vehicle systems by ensuring
that only authenticated and authorized entities can access critical
functions [7]. Zero Trust already has a wide range of applications
from cloud computing to IoT. The application in connected vehicles
comes with a variety of challenges ranging from general problems,
such as vendor lock-in, to device- and protocol-specific challenges,
such as the broadcast nature of the CAN bus and the delays in V2V
authentication [7, p.14-19]. However, it is an active area of research
with a wide range of solutions provided in the literature, making it
a promising security control with the potential for a high positive
impact in the medium term.

5.5 Dissemination and Continuous
Improvements: The ACTR Website

The entire ACTR, with all identified trends, their interrelationships,
and background information, is available at [25]. This website can
be used to navigate within the radar, filter for specific trends, and
find more detailed information. In addition, the website serves as
a tool for the continuous maintenance and updating of the ACTR.
To this end, options for suggesting new trends and constructive
criticism, and participation in the further development have been
implemented. This allows scientists and industry experts from vari-
ous professional backgrounds to contribute their expertise and thus
contribute to the further improvement of the ACTR.

Simmann et al.

5.6 Discussion

In its current form, the ACTR contains 66 trends divided into four
categories: Communication, Cryptography, System Design, and
Advanced Computing. Trends were selected based on literature
research and the expertise of the involved authors and further
members of the participating institutions with various backgrounds
in automotive security. The methodology ensures the initial status
of the radar, its structure, and its content are valid and substantial.
However, it is unfeasible to fully cover all relevant topics, so the
radar must be improved and adapted through further iterations (see
Section 3). This applies to the selection and assessment of topics as
well as the structure of the radar.

6 Conclusion

In this work, we presented an Automotive Cybersecurity Trend
Radar. The applied methodology provides a systematic and repeat-
able approach to gather and analyze literature relevant for the
future in automotive security. It includes various sources of in-
formation, such as recent academic surveys and foresight works,
industry reports, whitepaper, and existing trend radars from similar
domains. Through the application of clearly defined exclusion and
inclusion criteria, a structured narrowing down and selection of
topics was achieved, resulting in a comprehensive collection of
trends which were categorized according to their degree of matu-
rity and impact. The trend radar in its version presented in this
work is based on extensive literature research and the expertise of a
number of experts from industry and science in this field. However,
given the extensive nature of the subject matter, it is advantageous
for a diverse array of experts to contribute their knowledge. There-
fore, we welcome any feedback and constructive criticism from the
automotive security community.

7 Outlook

The ACTR can be utilized by OEMs and suppliers to monitor rele-
vant emerging technologies and, based on the research carried out,
determine when to take a closer look at which technology. Conse-
quently, novel attack vectors can be deduced and assessed, thereby
facilitating the design of adequate security mechanisms early on.
In future, the ACTR can be expanded with various extensions. A
key aspect is continuous review and renewal of selected trends. On
the one hand, this can be done by re-executing the methodology
presented, whereby the literature-based approach is pursued fur-
ther and adaptation to current developments is made possible. On
the other hand, in addition to the feedback mechanisms provided
with the website (see 5.5), it is proposed to introduce a committee
for continuous maintenance of the radar, whereby knowledge from
industry and academia can be directly incorporated. The proposed
future developments will be available online at [25].
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